
 Privacy No�ce for Non-Commercial User of Remotly So�ware 

 This  document  describes  how  we  collect,  use  and  protect  the  personal  informa�on  of  the  non-commercial 
 Users  (hereina�er  referred  to  as  “you”,  “User”  or  “Client”),  in  connec�on  with  your  use  of  our  So�ware 
 and  Services  for  purposes  as  described  and  defined  in  the  LICENSE  AND  SERVICE  AGREEMENT  (hereina�er 
 referred to as the “Agreement”) in rela�on to the Home License. 

 We are the controller of the data, which we process for our own purposes as set out below. 

 The  processing  of  your  personal  data  in  connec�on  with  your  visit  to  our  Website  and  your  use  of  the 
 features offered within it is detailed in the Privacy Policy for  www.remotly.com  . 

 All  capitalized  terms  used  in  this  document  and  not  otherwise  defined  herein  shall  have  the  meanings 
 ascribed to them in the Agreement and, to the extent applicable, in the Terms of Service. 

 1.  DATA  PROCESSING  IN  CONNECTION  WITH  ENTERING  INTO  THE  AGREEMENT  AND  THE  USE  OF  OUR 
 SOFTWARE 

 1.1.  Data controller 

 The  controller  of  your  personal  data  within  the  meaning  of  Regula�on  (EU)  2016/679  of  the 
 European  Parliament  and  of  the  Council  of  27  April  2016  on  the  protec�on  of  natural  persons  with 
 regard  to  the  processing  of  personal  data  and  on  the  free  movement  of  such  data  and  repealing 
 Direc�ve  95/46/EC  (GDPR)  is  MIRILLIS  CORE  sp.  z  o.  o.  (limited  liability  company)  with  its  registered 
 office  in  Zielona  Góra,  ul.  Fabryczna  14B  /1  (65-410),  Poland  registered  in  the  Register  of 
 Entrepreneurs  kept  by  the  District  Court  in  Zielona  Góra,  VIII  Economic  Department  of  the  Na�onal 
 Court  Register,  under  the  KRS  number:  0001050325,  with  the  NIP  (Tax  Iden�fica�on  Number): 
 9292078550, REGON: 525981046 (hereina�er referred to as “we”). 

 You  can  contact  us  by  mail  at  the  above  address  or  via  the  contact  form  available  on  our  Website 
 www.remotly.com under “Contact”. 

 1.2.  Categories of personal data, purposes and legal basis for the processing 

 1.2.1.  User Account Registra�on and Free License Plan 

 For the registra�on of the Account, it is necessary to indicate: 

 -  email address, 
 -  password. 

 We  process  the  data  in  ques�on  for  the  purpose  of  entering  into  and  execu�ng  the  Client  Account 
 Maintenance agreement [Ar�cle 6 (1) (b) of the GDPR]. 

 Since  the  crea�on  of  the  Account  results  in  the  conclusion  of  the  Agreement  (Subscrip�on  in  the 
 Free  Home  License  Plan),  the  data  in  ques�on  is  processed  for  the  purposes  of  the  conclusion  and 
 implementa�on of the Agreement, in accordance with Ar�cle 6 (1) (b) of the GDPR, as well as: 

 -  to  communicate  with  the  User  in  order  to  confirm  the  crea�on  of  the 
 Account  on  the  basis  of  our  legi�mate  interest  in  verifying  the  correctness  of 
 the  data  entered  by  the  User,  as  well  as  ensuring  the  security  of  the  Account 
 and the Services provided through it [Ar�cle 6 (1) (f) GDPR], 
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 -  to  carry  out  addi�onal  verifica�on  when  the  User  logs  into  the  Account  using 
 the  “Remotly  Login  Token”  —  based  on  our  legi�mate  interest  in  ensuring 
 the  security  of  the  Account  and  the  Services  provided  through  it  [Ar�cle  6  (1) 
 (f) GDPR], 

 -  to  send  by  email  onboarding  communica�ons  regarding  the  use  of  the 
 So�ware  and  all  of  its  func�onali�es  —  based  on  our  legi�mate  interest  in 
 introducing  the  User  to  all  of  the  features  of  our  So�ware  [Ar�cle  6  (1)  (f) 
 GDPR], 

 -  to  send  by  email  informa�on  regarding  the  Subscrip�on  —  based  on  our 
 legi�mate  interest  of  communica�ng  with  the  Users  on  ma�ers  related  to 
 the concluded Agreement [Ar�cle 6 (1) (f) GDPR], 

 -  to  establish,  protect  and  pursue  claims  —  on  the  basis  of  our  legi�mate 
 interest [Ar�cle 6 (1) (f) GDPR], 

 -  to  handle  the  User’s  claims  in  accordance  with  our  obliga�ons  under 
 applicable  law  and  to  comply  with  any  other  legal  obliga�ons  that  we  are 
 subject to [Ar�cle 6 (1) (c) of the GDPR]. 

 The  data  in  ques�on  will  be  kept  by  us  for  the  period  of  performance  of  the  agreements  referred 
 to  above  with  addi�onal  considera�on,  where  applicable,  of  the  period  of  limita�on  of  claims  that 
 may be raised against us and that we may have against the User. 

 The  provision  of  the  data  referred  to  in  this  sec�on  is  op�onal  but  necessary  for  the  conclusion 
 and execu�on of the above-men�oned agreements. 

 1.2.2.  License Plan upgrade or use of the Addi�onal Service 

 If  you  decide  to  upgrade  to  a  higher  License  Plan  or  to  use  the  Addi�onal  Service  under  the  Free 
 Home License Plan, it will be necessary to complete the data in your Account with: 

 -  first name, 
 -  last name, 
 -  address, 
 -  city, 
 -  zip code, 
 -  country. 

 The  purposes  and  legal  basis  for  processing  and  the  reten�on  period  will  remain  as  indicated  in 
 sec�on 1.2.1 above. 

 Provision  of  the  data  referred  to  in  this  sec�on  is  op�onal  but  necessary  for  the  conclusion  and 
 execu�on of the Agreement in the paid License Plan or implementa�on of the Addi�onal Service. 

 Subject  to  the  terms  of  the  Agreement,  the  choice  of  country  may  determine  the  terms  of  the 
 Subscrip�on and Services. 

 In  the  case  of  the  paid  License  Plan  or  Addi�onal  Service  under  the  Home  Free  License  Plan,  we 
 will also process your personal data for the following purposes, where applicable: 

 -  to se�le the Service [Ar�cle 6 (1) (b) GDPR], 
 -  to  comply  with  our  legal  obliga�ons,  in  par�cular  tax  and  accoun�ng 

 obliga�ons  [Ar�cle  6  (1)  (c)  GDPR],  taking  into  account  the  data  reten�on 
 periods imposed by these laws, 



 -  to  send  you  informa�on  about  the  Subscrip�on  Service  by  email,  including 
 informa�on  about  the  expira�on  date  of  the  Subscrip�on  Service  —  based 
 on  our  legi�mate  interest  to  communicate  with  you  on  ma�ers  related  to 
 the concluded Agreement [Ar�cle 6 (1) (f) GDPR]. 

 You  may  delete  your  Account  at  any  �me  from  within  your  Account  Se�ngs.  Please  note  that  this 
 will  not  affect  our  right  to  store  your  personal  data  for  the  proper  se�lement  of  the  Agreement 
 [Ar�cle  6  (1)  (b)  GDPR]  and,  where  applicable,  for  compliance  with  our  legal  obliga�ons  [Ar�cle  6 
 (1)  (c)  GDPR]  as  well  as  for  the  establishment,  protec�on  and  asser�on  of  claims  based  on  our 
 legi�mate interest [Ar�cle 6 (1) (f) GDPR]. 

 1.2.3.  Account  registra�on  and  login  via  external  authen�ca�on  services  (Facebook,  Google, 
 Apple)  [AVAILABLE SOON]. 

 A  User  who  is  also  a  user  of  at  least  one  of  the  services  that  enables  logging  into  the  User 
 Account,  such  as  Facebook,  Google  or  Apple,  has  the  op�on  of  crea�ng  the  Client  Account  and 
 logging  in  using  the  account  data  held  on  one  of  these  services.  By  registering  with  one  of  the 
 external  services,  the  User  allows  our  Website  to  access  the  User’s  personal  data  included  in  the 
 User’s  profile  exis�ng  within  the  framework  of  a  given  service,  to  the  extent  necessary  to  create 
 the Account. 

 If  you’re  logging  in  with  a  Google  account,  we’ll  have  your  email  address,  first  and  last  name, 
 preferred  language,  and  profile  picture.  Please  note  that  sharing  your  profile  picture  with  us  is 
 based  on  informa�on  published  by  Google,  but  we  do  not  receive  your  picture  when  you  log  in  or 
 store  it  in  our  infrastructure.  If  you  sign  in  with  a  Facebook  account,  the  informa�on  we  receive  is 
 your email address and informa�on from your default public profile. 

 When logging in with an Apple account, Apple provides us with: 

 -  your  first  and  last  name  (you  can  choose  whether  to  share  real  name  or 
 enter other data), 

 -  your  email  address  (Apple  allows  you  to  hide  your  real  e-mail  address  by 
 genera�ng  a  unique  proxy  address  (in  the  domain 
 “@privaterelay.appleid.com”),  which  will  forward  messages  to  your  real 
 address. This proxy address is unique for each applica�on or website), 

 -  an  authoriza�on  token  —  a  token  that  an  applica�on  or  site  receives  from 
 Apple  to  confirm  that  you  have  been  properly  authen�cated.  The  token 
 contains  informa�on  about  your  session,  such  as  your  User  ID  (unique  for 
 each applica�on) and confirma�on of session validity. 

 You  can  check  or  change  the  informa�on  you  have  made  available  to  applica�ons  and  websites  via 
 the “Sign in with” func�on: 

 -  in  se�ngs of your Google account  , 
 -  in  the  se�ngs  of  your  Facebook  account  in  the  sec�on  “  Applica�ons  and 

 Sites  ”, 
 -  in the se�ngs of your Apple ID account (for more informa�on, see  HERE  ). 

 Your login informa�on will be stored by us for the dura�on of your Subscrip�on. 

 The  purposes  and  legal  bases  for  processing  set  out  in  Sec�ons  1.2.1  and  1.2.2  of  this  document 
 apply to the extent applicable. 

 1.2.4.  Contact form in the User Account 
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 From  your  Account  level,  you  can  use  the  contact  form  to  make  statements  related  to  the 
 Agreement or to send us no�fica�ons. We’ll process this data when it’s relevant: 

 -  to fulfill our obliga�ons under the Agreement [Ar�cle 6 (1) (b) GDPR], 
 -  to  pursue  our  legi�mate  interests,  which  include  enabling  users  to  reach  out 

 to us and address their ques�ons [Ar�cle 6 (1) (f) GDPR]. 

 We  will  retain  the  data  for  the  dura�on  of  the  correspondence  rela�ng  to  the  ma�er  with  which 
 you  have  contacted  us,  taking  into  account,  where  applicable,  the  dura�on  of  the  Agreement  and 
 the  statute  of  limita�ons  on  any  claims  that  you  may  have  against  us  and  that  we  may  have 
 against you. 

 1.2.5.  Adding devices to your Account 

 Within your Account, you can add devices that you can connect to remotely via our So�ware. 

 Adding a device involves processing the following data: 

 -  device name, 
 -  API  key  for  device  iden�fica�on  (this  is  a  unique  code  used  to  iden�fy  and 

 authorize a device or User in our So�ware), 
 -  informa�on  about  when  the  device  was  created  in  our  So�ware  as  an 

 instance of an object, 
 -  MAC address, 
 -  fingerprint  iden�fier  (this  is  a  unique  iden�fier  assigned  to  a  device  that  is 

 used  to  recognize  it  in  remote  connec�on  systems.  It  is  generated  based  on 
 specific  characteris�cs  of  the  device’s  hardware  and  so�ware,  such  as 
 hardware  configura�on,  system  se�ngs  or  So�ware  versions,  and  acts  like  a 
 digital  fingerprint,  allowing  the  remote  system  to  uniquely  iden�fy  the 
 device in ques�on), 

 -  type of device (whether it is a mobile device, PC or laptop), 
 -  system type (Windows, Android), 
 -  last IP address. 

 The  data  in  ques�on  is  processed  in  order  to  enable  you  to  use  certain  features  of  our  So�ware  in 
 connec�on with the concluded Agreement on the basis of Ar�cle 6 (1) (b) GDPR. 

 From your Account, you can manage the list of devices, including dele�ng them. 

 1.2.6.  Sending invita�ons 

 From  your  Account  level,  you  can  create  an  invita�on,  to  enable  connec�on  and  control  of  your 
 device.  You  can  use  the  list  of  ac�ve  invita�ons  to  view  and  remove  selected  invita�ons.  The  User 
 you  want  to  invite  must  have  an  ac�ve  Account.  When  an  invita�on  is  sent,  as  well  as  when  such 
 invita�on  is  received,  the  email  address  of  the  invited  User  is  processed  in  order  to  enable  the 
 connec�on  between  the  Users’  devices  in  accordance  with  the  concluded  Agreement  pursuant  to 
 Ar�cle 6 (1) (b) GDPR. 

 1.2.7.  Remote connec�ons 

 To  establish  a  connec�on  between  devices,  the  status  server  uses  the  IP  addresses  of  both 
 devices.  The  loca�on  (country)  of  the  connected  device  is  used  to  find  the  op�mal  relay  server 
 (connec�on  server),  which  is  used  when  a  direct  P2P  connec�on  between  devices  is  not  possible 
 due to network infrastructure. 



 The  connec�on  ID  (the  unique  session  number  of  a  remotely  connected  device  used  to  link  a  PC) 
 or  Stream  ID  (a  unique  session  iden�fier  used  to  manage  individual  remote  connec�ons,  with 
 each  remote  session  assigned  a  different  Stream  ID,  which  allows  the  So�ware  to  monitor  and 
 differen�ate  between  various  connec�ons  within  the  system.  This  allows  for  the  iden�fica�on  of 
 which  data  belongs  to  which  transmission,  par�cularly  in  instances  of  mul�ple  simultaneous 
 connec�ons)  is  used  to  iden�fy  the  device  to  which  the  connec�on  is  made.  The  status  server 
 verifies  the  ability  of  both  par�es  to  establish  a  connec�on.  This  is  done  by  checking  the  Stream  ID 
 status  (to  determine  if  a  connec�on  has  already  been  established)  and  coun�ng  the  number  of 
 ac�ve connec�ons for a given User. 

 The  data  in  ques�on  is  processed  in  connec�on  with  the  performance  of  the  Agreement 
 concluded with the User on the basis of Ar�cle 6 (1) (b) GDPR. 

 Device  IP  and  loca�on  are  stored  only  for  the  dura�on  of  the  Applica�on  run�me.  Connec�on  ID 
 and Stream ID exist only for the dura�on of the Applica�on run�me. 

 All  Remotly  connec�ons  are  secured  with  end-to-end  encryp�on  (E2EE),  which  ensures  that  data 
 is  encrypted  on  the  sender’s  device  and  decrypted  only  on  the  recipient’s  device.  The 
 intermediary  servers  along  the  way  do  not  have  access  to  the  transmi�ed  data.  This  guarantees 
 privacy  protec�on  and  provides  guarantees  against  access  by  third  par�es.  Even  if  the  data  is 
 intercepted  during  transmission,  it  will  be  encrypted  and  unreadable  without  the  encryp�on  key. 
 The security of key exchange between par�es is ensured by using RSA algorithms. 

 1.2.8.  Technical support and improvement of our So�ware 

 For this purpose, we may process the following data where appropriate: 

 -  logs (status server, Website logs), 
 -  Client ID, 
 -  User’s email address, 
 -  device ID, 
 -  device loca�on (country). 

 The  processing  in  this  case  is  based  on  our  legi�mate  interest  in  providing  support  to  our  Users 
 and improving our So�ware [Ar�cle 6 (1) (f) GDPR]. 

 Device  loca�on  informa�on  is  processed  only  for  the  dura�on  of  the  ac�ve  session  (when  the 
 device  is  logged  into  the  system).  The  device  iden�fica�on  data  exists  in  the  system  as  long  as  the 
 device exists in our So�ware. 

 1.2.9.  Mobile Applica�on Crash analysis and repair and Mobile Applica�on usage sta�s�cs 

 When  you  use  our  Mobile  Applica�on,  the  app  store  provider  collects  and  provides  us  with 
 anonymous  informa�on  about  Applica�on  crashes.  The  data  set  includes  informa�on  on  the  type 
 of  mobile  device,  model,  manufacturer  and  the  loca�on  in  the  app  code  where  the  crash 
 occurred. 

 In  connec�on  with  Users’  use  of  our  Mobile  Applica�on,  we  also  receive  aggregated  sta�s�cs, 
 including informa�on on applica�on errors, number of launches and date and �me of last use. 

 The informa�on referred to above is not considered to be personal data. 

 For  more  informa�on  on  how  your  app  store  processes  your  personal  data,  please  refer  to  the 
 privacy documenta�on it provides. 



 1.2.10.  Ensuring security 

 To  guarantee  the  security  of  our  Services,  we  u�lize  automated  mechanisms  to  prevent 
 unauthorized  a�empts  to  guess  passwords.  A�er  four  unsuccessful  a�empts  to  log  into  the  User’s 
 Account,  access  is  blocked  for  30  minutes.  This  type  of  ac�on  does  not  involve  the  processing  of 
 personal data. 

 Our  So�ware  employs  an  externally  provided  IP  scoring  service,  which  analyzes  and  verifies  IP 
 addresses.  This  process  enables  to  assess  poten�al  risks  associated  with  a  given  IP  address, 
 thereby  enhancing  the  security  level  of  our  Services.  To  this  end,  we  may  transfer  a  User’s  IP 
 address  to  a  service  provider  based  in  the  United  States.  The  transfer  in  ques�on  is  made  in 
 compliance  with  the  applicable  measures  legalizing  the  transfer  of  personal  data  outside  the 
 European  Economic  Area  (EEA).  This  includes  the  European  Commission’s  decision  of  July  10, 
 2023,  on  the  adequacy  of  data  protec�on  level  with  rela�on  to  MaxMind,  LLC’s  par�cipa�on  in 
 the  “EU-U.S.  Data  Privacy  Framework”  program  and,  where  applicable,  Standard  Contractual 
 Clauses  included in the contract with our service  provider. 

 We  take  the  ac�ons  referred  to  in  this  sec�on  on  the  basis  of  our  legi�mate  interest  in  ensuring 
 the  security  and  integrity  of  our  Services,  our  So�ware  and  the  safety  of  our  Users  [Ar�cle  6  (1)  (f) 
 GDPR]. 

 1.2.11.  User support 

 If  you  wish  to  contact  us  regarding  the  use  of  our  So�ware,  you  are  welcome  to  use  our  Remotly 
 Community  forums.  In  this  instance,  our  Privacy  Policy  for  the  www.remotly.com  Website  will 
 apply. For more informa�on on User support, please refer to the Agreement. 

 1.2.12.  Processing  of  your  data  within  the  scope  of  our  legal  obliga�ons  and  protec�on  of  our 
 interests 

 In  certain  circumstances,  we  may  process  your  personal  data  in  order  to  comply  with  our  legal 
 obliga�ons.  This  may  include  responding  to  inquiries  from  law  enforcement  or  government 
 agencies under Ar�cle 6 (1) (c) of the GDPR. 

 We  may  also  process  your  personal  data  for  the  purpose  of  establishing,  protec�ng  and  pursuing 
 claims — based on our legi�mate interest under Ar�cle 6 (1) (f) GDPR. 

 1.2.13.  Servers 

 Our  So�ware  and  Services  rely  on  the  func�onality  of  servers  to  operate.  We  u�lize  servers 
 provided by: 

 -  OVH  sp.  z  o.o.  —  state  server.  In  this  case  we  use  the  op�on  of  storing  data 
 only in the European Union. 

 -  Amazon  Web  Services  EMEA  SARL  —  hos�ng  for  our  Website,  where  the 
 User  creates  an  Account,  together  with  Amazon  CloudFront  (CDN)  service  for 
 content  distribu�on.  Accordingly,  personal  informa�on  that  Users  enter  in 
 forms  available  on  our  Website  may  be  transmi�ed  through  the  CDN  server 
 network.  Amazon  CloudFront  works  by  accelera�ng  the  delivery  of  content, 
 including  dynamic  queries  such  as  form  data,  through  edge  servers  located 
 around  the  world.  The  data  transfers  in  ques�on  will  take  place  on  the  basis 
 of  applicable  measures  legalizing  transfers  of  personal  data  outside  the  EEA 
 including  the  European  Commission’s  decision  of  July  10,  2023,  on  the 
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 adequacy  of  data  protec�on  level  with  rela�on  to  the  par�cipa�on  of 
 Amazon  Web  Services,  Inc.  in  the  “EU-US  Data  Privacy  Framework”  program 
 and  the  applicable  Standard  Contractual  Clauses  developed  by  the  European 
 Commission and concluded between us and the hos�ng provider. 

 -  DigitalOcean,  LLC,  based  in  the  United  States  —  Remotly  Community  forum 
 hos�ng.  Accordingly,  Users’  data  may  be  transferred  outside  the  EEA 
 pursuant  to  applicable  measures  legalizing  transfers  of  personal  data  outside 
 the  EEA  covering  the  European  Commission’s  decision  of  July  10,  2023,  on 
 the  adequacy  of  data  protec�on  level  with  rela�on  to  the  par�cipa�on  of 
 DigitalOcean,  LLC  in  the  “EU-U.S.  Data  Privacy  Framework”  program  and, 
 where  applicable,  Standard  Contractual  Clauses  included  in  the  contract  with 
 the hos�ng provider. 

 Furthermore,  in  order  to  enable  Users  to  use  the  So�ware,  we  u�lize  relay  servers,  which  are 
 connec�on servers that facilitate the setup and maintenance of stable and secure connec�ons. 

 The  current  list  of  relay  servers  is  available  HERE  .  You  can  set  up  your  own  connec�on  servers  in 
 your Account se�ngs. 

 As  we  point  out  in  sec�on  1.2.7.  of  this  document,  all  Remotly  connec�ons  are  secured  with 
 end-to-end  encryp�on  (E2EE),  which  ensures  that  data  is  encrypted  on  the  sender’s  device  and 
 decrypted  only  on  the  receiver’s  device.  Intermediary  servers  along  the  way  cannot  access  the 
 data.  Please  note  that  even  end-to-end  encrypted  data  is  subject  to  the  provisions  of  the  GDPR. 
 Therefore,  in  the  event  that  the  remote  connec�on  uses  servers  located  outside  the  EEA,  or  if  the 
 provider  of  such  servers  is  a  non-EEA  en�ty,  the  relevant  measures  legalizing  transfers  of  personal 
 data  outside  the  EEA  will  be  taken  into  account.  This  includes  the  European  Commission’s  decision 
 of  July  10,  2023,  on  the  adequacy  of  data  protec�on  level  with  rela�on  to  the  par�cipa�on  of  the 
 hos�ng  provider  in  the  “EU-US  Data  Privacy  Framework”  program  and,  where  applicable,  the 
 applicable  Standard  Contractual  Clauses  developed  by  the  European  Commission  and  concluded 
 between  us  and  the  hos�ng  provider.  Should  you  require  a  copy  of  the  relevant  clauses,  please  let 
 us know via the contact form available on our Website www.remotly.com under “Contact”. 

 2.  RECIPIENTS OF YOUR PERSONAL DATA 

 In certain instances, we may disclose your data to: 

 -  Persons  authorized  by  us,  our  employees  and  associates  who  require  access 
 to the data in order to perform their du�es. 

 -  Processors  to  whom  we  outsource  certain  tasks  related  to  the  processing  of 
 personal  data,  such  as  companies  that  support  our  ICT  systems  or  provide  us 
 with  ICT  tools  or  servers,  consul�ng  companies,  accoun�ng  companies, 
 suppliers of the tools we use and our advisors. 

 -  Other  en��es  that  will  process  personal  data  as  an  independent  data 
 controller, e.g., Payment Operators. 

 -  It may also include disclosure to public en��es when required by law. 

 3.  DATA RETENTION 

 The  above  sec�ons  of  this  document  outline  the  reten�on  periods  for  personal  data,  or,  where 
 applicable,  the  criteria  for  determining  them.  The  reten�on  periods  are  closely  related  to  the  specific 
 purpose of processing and the related legal basis for such processing. 

https://d1.awsstatic.com/Controller_to_Processor_SCCs.pdf
https://www.digitalocean.com/legal/data-processing-agreement
https://remotly.com/legal


 For general informa�on on the principles for establishing data reten�on periods, please see below. 

 We  are  en�tled  to  process  personal  data  that  we  process  based  on  your  consent  un�l  you  revoke  your 
 consent  or  un�l  the  processing  of  your  personal  data  is  no  longer  necessary  to  achieve  the  purpose 
 for  which  the  data  was  collected,  or  when  the  relevant  purpose  of  the  processing  has  been  achieved 
 and completed, whichever event occurs first. 

 We  will  process  certain  data  on  the  basis  of  our  legi�mate  interests  un�l  you  raise  any  objec�on 
 (unless  we  demonstrate  that  our  interests  are  overridden  by  your  interests  or  fundamental  rights  and 
 freedoms,  or  grounds  for  establishing,  pursuing  or  defending  claims),  or  un�l  the  processing  of  your 
 personal  data  is  no  longer  necessary  to  achieve  the  purpose  for  which  the  data  was  collected,  or  when 
 the  relevant  purpose  of  the  processing  has  been  achieved  and  completed,  whichever  event  occurs 
 first. 

 Where  we  process  data  to  comply  with  our  legal  obliga�ons,  we  will  retain  the  data  for  as  long  as 
 required by applicable law. 

 Notwithstanding  the  foregoing,  inac�ve  User  Accounts,  shall  be  deleted  1  year  from  the  last 
 successful login, unless the Account is covered by an ac�ve paid Subscrip�on. 

 4.  PROVISION OF PERSONAL DATA AS STATUTORY OR CONTRACTUAL REQUIREMENT 

 Provision  of  data  is  voluntary,  but  to  the  extent  applicable,  necessary  for  the  execu�on  of  the 
 Agreement and the use of our Services, including the use of the So�ware. 

 5.  YOUR RIGHTS 

 In  rela�on  to  the  processing  of  your  personal  data,  you  have  the  following  rights  within  the  limits  of 
 the law and where applicable: 

 5.1.  to  request  access  to,  rec�fica�on,  and  erasure  of  personal  data  or  restric�on  of  processing  and  to 
 data portability, 

 5.2.  in  situa�ons  where  we  process  your  personal  data  on  the  basis  of  your  consent,  you  have  the  right  to 
 withdraw  your  consent  at  any  �me,  but  this  will  not  affect  the  lawfulness  of  the  processing  carried 
 out on the basis of your consent prior to its withdrawal, 

 5.3.  to  object  at  any  �me  to  the  processing  of  personal  data  on  the  grounds  of  our  legi�mate  interest  for 
 reasons rela�ng to your par�cular situa�on, 

 5.4.  where  your  personal  data  is  processed  for  direct  marke�ng  purposes,  you  have  the  right  to  object  to 
 the processing of your personal data for such marke�ng at any �me, 

 5.5.  if  you  believe  that  the  processing  of  your  personal  data  is  not  in  accordance  with  the  applicable 
 European  data  protec�on  law,  you  may  lodge  a  complaint  with  the  data  protec�on  supervisory 
 authority  in  the  country  where  you  have  your  habitual  residence,  place  of  work  or  where  the  alleged 
 breach occurred. A list of the competent authori�es in each Member State can be found  here  . 

 You  can  exercise  your  rights  by  contac�ng  us  via  the  contact  form  available  on  our  Website 
 www.remotly.com under “Contact”. 

 We  will  endeavor  to  deal  with  your  request  promptly  and  to  answer  any  ques�ons  you  may  have 
 regarding  the  processing  of  your  personal  data.  We  will  respond  within  30  days  of  receiving  your 
 request.  If  this  period  is  extended  due  to  the  complexity  of  the  request  or  the  number  of  requests  we 
 receive, we will inform you of the extension and the reasons for it. 

https://www.dlapiperdataprotection.com/index.html?t=authority&c=DE&c2=


 If  we  have  reasonable  doubt  as  to  the  iden�ty  of  the  person  making  the  request,  we  may  request 
 addi�onal  informa�on  necessary  to  confirm  the  iden�ty  of  the  person  making  the  request.  It  is  not 
 compulsory to provide this informa�on, but failure to do so will result in the request being refused. 

 We  keep  informa�on  about  the  requests  we  receive  to  demonstrate  compliance  in  line  with  the 
 principle of accountability referred to in the GDPR and to establish, protect and pursue claims. 

 6.  CHANGES TO THE PRIVACY NOTICE 

 It  is  our  goal  to  ensure  that  your  personal  data  is  as  secure  as  possible.  The  informa�on  provided 
 herein  is  subject  to  change  as  technology  and  our  Services  evolve.  The  latest  Privacy  No�ce  is  always 
 available on our Website. 


